Automated Validation of
Internet Security Protocols

Luca Vigano

The AVISPA Project



Luca Vigano 1

Motivation

e The number and scale of new
security protocols under development
Is out-pacing the human ability
to rigorously analyze and validate them.

e To speed up the development of the next
generation of security protocols and to improve
their security, it is of utmost importance to have

» tools that support the rigorous analysis of security protocols

» by either finding flaws or establishing their correctness.

e Optimally, these tools should be completely automated, robust,
expressive, and easily usable, so that they can be integrated into
the protocol development and standardization processes.






