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Overview

m Introduction
m Conformance for Real-Time System

m Off-line Test Generation
> Controllable Timed Automata [ CLASSIC
> Observable Timed Automata [l

m On-line Test Generation

m Conclusion and Future Work
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m Primary validation technique used in industry
e In general avg. 10-20 errors per 1000 LOC
e 30-50 % of development time and cost in embedded software

m To find errors

m To determine risk of release
m Part of system development life-cycle

System
Under Test

Output

Environ-

Input
P ment

N

m Expensive, error prone, time consuming (for Real-Time Systems)
m UPPAAL model can be used to generate test specifications
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Real-time Model-Based Testing

Plant

Continuous

Test gene
(offline or
online) wrt.
Design Model
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Conformance Relation

Specification Implementation

©

coin?

eTimed Automata with Timed-LTS semantics

e INput actions (?) are controlled by the environment

eQOutput actions (!) are controlled by the implementation
eImplementations are input enabled

eTesting hypothesis: IUT can be modeled by some (unknown) TA
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Does |, conform-to S, ?

5 BB BB
@ ’ :-.f . :-.f
coin? coin? coin?
12 (2) 12
give? give? give?
X= x=0 x=0
@)(4::5

Xx>=3
teal




T i m e d CO n fo r m an Ce thinCof! strongCof!

coin?
x=0

e Derived from Tretman’s I0CO

e Let I, S be timed I/O LTS, P a set of states
e TTr(P): the set of timed traces from P ‘<=3 -

eeg.: ¢ = coin?.5.req?.2.thinCoffee!.9.coin?

e Out(P after ) = possible outputs and delays after ¢
eeg. out ({I12,x=1}): {thinCoffee, 0...2}

el rt-ioco S =def
e Vo € TTr(S): Out(l after o) c Out(S after o)
e TTr(1) c TTr(S) if sand I are input enabled

e Intuition
e no illegal output is produced and
c Sg& e required output is produced (at right time)

also [Krichen&Tripakis, Khoumsi]
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Does |, conform-to S, ?

S1 I

give?
x=0

c=coin.give.10
ceTTr(I1), c ¢TTr(S1)

out(Il after coin.give.3)={0... o}

o
out(S1 after coin.give.3)={coffee,0...2}
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Does |, conform-to S, ?

o=coin.give.7.coffee
ceTTr(I3), o ¢TTr(S1)

out(I3 after coin.give.7)={coffee,0}

s
out(S1 after coin.give.7)={}
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o=coin.give.l.coffee
ceTTr(I4), c ¢TTr(S1)

out(I4 after coin.give.1)={coffee,0...4}

Z
out(S1 after coin.give.1)={0...4}



E= BRICS

N .
= == Basic Research

in Computer Science

Does |, conform-to S, ?

S1
©

coin?

give?
x=0

<=5
X>=3
coffeel!

oc=token.5.vodka

oeTTr(I8), o ¢TTr(S1)
c=coin.give.5.tea But o was not specified
ceTTr(I7), o ¢TTr(S1)

out(I7 after coin.give.5)={tea, coffee,0}

&z
out(S1 after coin.give.5)={coffee,0}
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Sample Cooling Controller
IUT-model Env-model

~*When T is high (low) switch on (off) cooling within r secs.
C §8&:n T is medium cooling may be either on or off (impl freedom)
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Environment Modeling

»E,, Any action possible at any time
#E, Only realistic temperature variations

»E, Temperature never increases when cooling
#E, No inputs (completely passive)
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Implementation relation

Relativized real-time io-conformance

———= E m———  &lpéil pmmm= S mm

°E,S, | are input enabled Timed LTS
el et P be a set of states

eTTr(P): the set of timed traces from states in P
oP after o = the set of states reachable after timed trace o

eOut(P) = possible outputs and delays from states in P

o] rt-iocor S =4
Vo € TTr(E): Out((E,I) after o) < Out((E,S) after o)

ol rt-iocog s iff TTr(I) n TTr(E) < TTr(S) n TTr(E) // input enabled

e Intuition, for all assumed environment behaviors, the 1UT
enever produces illegal output, and
ealways produces required output in time
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Re-use Testing Effort

Given I, E, S
Assume I rt-iocog S

1.

== BRICS

== Basic Research

Given new (weaker) system specification S’

If S

L S’then I rt-iocog S’

2. Given new (stronger) environment specification E’

If E

L Ethen I rt-iocog S




Off-Line Test Generation

Controllable
Timed Automata
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Model Based Conformance Testing

Model Test suite
DBLclick! \L ]
Test execution
Generator l tool
tool AN Event
1 mapping

Driver
O Selection &
— optimization

Implementation Relation

Does the behavior of the (blackbox)
implementation compl/y to that of the specification?
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Model-Based Testing

|
i System 7T ’E Environment E
| Model : Input : Model ! :
I |

FSM model of system and environment
Determinizable/deterministic models

Test purpose P = reachability property ¢,
Test-case generation ~ witness generation
Test input sequence oy, = Iyl ...

Test suite T={o, ..., g, }, minimized by excluding
all o substring of some other o
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Testing Verdict

System . " Test
Under Test | ol Program

m  Test program oy, = lg,igl,,...
m  Test in/output 6, =1iy,00,i1,03,ipl,...

m Test Verdict:
> OK, if 8, =1p,00,11,00,l5i5,... run of system model
> NOK, otherwise
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Testing Real-Time Systems

: ______________ I 80 100151’101"'Nr _____________ |
—————————— - |

| System ] o ' Environment

i x Model | %léal: o Model éﬁ:
|

= =R - - T/ ====== Ty i d

m Test input sequence oy, = &,lp, &1,y

m  Test in/output o, = &iy,&€,00,€1,11,0, ..
m Test Verdict:

> OK, if 6, = &4, &,00,€,,i1,04,...run of system model
> NOK, otherwise

m  Timed Automata?
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This work

m Test case generation from timed automata
> by reachability analysis
> implementation in UPPAAL

m Testing Criteria:
> single test purpose

» coverage criteria: location, branching, definition/use
pairs, etc.

s Optimality:
> Test Cases: oy, = &,y &1, &y, With minimum cost
e.g. min(& + & + ..+¢&,)
> Test Suites: T={0, ..., o, } with minimum cost
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Controllable Timed Automata

Input Enabled: Assumption about
all inputs can always be accepted. model of SUT

Output Urgent:
enabled outputs will occur immediately.

Determinism:
two transitions with same input/output leads to the
same state.

Isolated Outputs:
if an output is enabled, no other output is enabled.
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Example Light Controller

Interface
'l
Dim
Switch
z1ek starthold?
L:=0L,
Endhold! an==0 an==1 e -0,
@) touch? touch? w==lg|d ==(elay
H==gpsilo o . o
[ release? L:=0L, al=L, . =] -1
on;=1 L=, '—_-:'ET” =0
release? on:=0 "=
w==relta DL =Lx:=00n:=1
starthold
2 LightController
~Light Controller
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Off-Line Testing = optimal Reachability

Interface
Dim ..
Il transition covered
L=,
Switch §;':'='1
endhold L:=0L, Q=L izuj:[[nl_]]::fI
i31:=1 =1, n
31 S =1, L=0, L=0,
||:[|:|L]: =1 S{.-I]=.-i , L=hd =1 pi== dﬁla':."
@) [0 =1 He=relay oy
L:=L+1, g x.=III,
touch? toych? >C=':'. 3("=C=d3|ﬂ':," iﬂ[ﬂ?l,
- d[1]=1, - EiHk=
rele o=l on==1 IcfL]:=1 d[E]:=1 El;i:,_l"
i on:=1,
starthold? d[¥]=1
CHP s sive

m Specific Test Purposes
m Model Coverage
m Optimal test-suites
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Off-Line Testing = Optimal Reachability

Interface

Iclle

endhold
i[3]:=1

i[a]=1
ey

rele
i[A:

Fastest Transition Coverage =12600 ms

Switch
L:=ioL,
on=1,

S{0]:=1,
lc[OL}=

touch?

Q==

d

out(IGrasp); //touch:switch light on
silence(200);
out(IRelease);

in(OSetLevel,0);

out(IGrasp); //@200
silence(200);
out(IRelease);//touch
in(OSetLevel,0);

//9

out(IGrasp); //@400
silence(500); //hold
in(OSetLevel,0);

c out(IRelease);

// touch: switch light off

//Bring dimmer from ActiveUp
//To Passive DN (level=0)

Page 1
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Dim o
transition covere
L:=0L, UpPazsive
w=0, st a
= arthold
d[0]:
oL:=L, le[L]:
it =0,
1]:=1, L=Ma, == ke
e[ =1 wm=ihlay
L:=L-1,
Li=L+1, w=0,
tauch’? x =0, c[4]:=1,
d[1]=1, Iz[L] =1
an== l=[L]=1 =0,
on:=1,
starthold? dl7T=1
[HP sz sive
//13

out(IGrasp); //@900
silence(500);//hold

silence(1000);
silence(1000);
silence(1000);
silence(1000);
silence(1000);
silence(1000);
silence(1000);
silence(1000);
silence(1000);
silence(1000);
silence(1000);

out(IRelease);

out(IGrasp); //@12400

out(IRelease);

silence(dfTolerance);

// Bring dimmer PassiveDn->ActiveDN->
// ActiveUP+increase to level 10
in(OSetLevel,1);
in(OSetlLevel,2);
in(OSetLevel,3);
in(OSetLevel,4);
in(OSetLevel,5);
in(OSetLevel,6);
in(OSetLevel,7);
in(OSetLevel,8);
in(OSetLevel,9);
in(OSetLevel,10
in(OSetLevel,9); //bring dimm State to ActiveDN

//check release->grasp is ignored

Page 2
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Off-Line Testing = optimal Reachability
Interface
Dim L
bl W transition covered
Switch
i iBL:=1
endhold L=, o]
311 o orc=1, =
s{0]:=1, o=t L=0,
@) le[OL}=1 5{1']:=»i L=Maz, ==kl ay
= ' —=|:E| —
@) ..[5] 1 =1 =kl ey 50W :; ‘H[E]?I—__‘——: 100W |-,
lla2= Li=L+1, - -~ ~ x=0,
Ee? UelEiT touch? 5:0:{1 XY I:1[5]'_1—I_h=_=liljdd_~ we=chelay ?[Fl-]]:=11l
= ==ra| ClL] =
rele o=l ok==1 Il:[[l_]]:=1 dE]=1 ey EI;;:TL.
il arc=1,
starthald? d71=1
iw .

| Croallcar I

m Specific Test Purposes
m Model Coverage
m Optimal test-suites
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Timed Automata
(E)FSM+clocks+guards—+resets

T sw=4
T _1dle=20

X>=Tidle
touch?

X:=0 }© bright!

WANT: if touch is issued twice quickly

then the light will get brighter; otherwise the light is
turned off.

Solution: Add real-valued clock x

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Timed Tests

T_sw=4
T_idle=20

X>=Tidle
touch?

EXAMPLE test cases =0 bt

O-touch!-0-dim?-2-touch!:0-bright?-2-touch!-off?-PASS
O-touch!-0.dim?-2%-touch!-0-bright?-3-touch!-off?-PASS
O-touch!-0-dim?-5touch!-0-0ff?-PASS
O-touch!:-0-dim?-5-touch!-0-0ff?-50-touch!-0-bright?-6-touch!-0-dim?-PASS

CiSS INFINITELY MANY SEQUENCES!!!!
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Optimal Tests

T sw=4
T 1dle=20

X>=Tidle
touch?

X:=0 }© bright!

eShortest test for bright light??

eFastest test for bright light??

eFastest edge-covering test suite??

CSS eLeast power consuming test??
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Simple Light Controller

Environment model

Z==Treact

im?
s touch!

bright? iy

CENTER FOR INDLEJREDE SOFTWARE STSTEMER

System model T_react=2
@ T_SW:4
= x<Tsw T idle=20
touch?
offl X==Tsw X<Tsw
touch? touch?
X:=0

DiM  x:=0 ight! \ BRIGHT

dim! :
touch?
X:=0

=0 e=Tidle

touch?
x:=0 (6\ bright!
=/
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Test Purposes

A specific test objective (or observation) the tester wants to
make on SUT

Environment model System model

(©)
&/ X<Tsw

X==Tsw Xx<Tsw
touch? touch?
= X:=0 DIM  X:=0

dim! -
@ touch?

dim!

x<Tidle T react=2
;f:g“? _ x:=0 T_sw=4
e T_idle=20
x:=0 (E\ bright!
&

TP1: Check that the light can become bright:
E<> LightController.bright

eShortest Test: 20-touch!-0-bright?-PASS
eFastest Test: 0-touch!-0-dim?-2-touch!-0-bright ?-PASS

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Test Purposes 2

Environment model*TP2 System model

X==Tsw Xx<Tsw

off? dim? brlght‘? off? dim?bright? dim?  bright? touch? touch?
=0 pm x=0___>{C)uright! \BRIGHT

OFEL Qx =
" goal ©
z>-TreacM z>=Treact,

touch? T react=2
z<Tsw touch? T .
o X:=0 T sw=4
Z=<Tsw Z=Tsw ¥:=0 x>=Tidle —
touch! touch! touch! touch? T_idle=20
Z2:=0 2:=0 2:=0 x'=0 ,/E\ bright!
&/

TP2: Check that the light switches off after three successive
touches

Use restricted environment and E<> tpEnv.goal

eThe fastest test sequence is
0-touch!-0-dim?-2-touch!-0-bright?-2-touch!-0-off?-PASS

CENTER FOR INDLEJREDE SOFTWARE STSTEMER



E= BRICS
== == Basic Rese

in Computer Science

Coverage Based Test Generation

m Multi purpose testing
m Cover measurement

m Examples:
» Location coverage,
> Edge coverage,
> Definition/use pair coverage
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Coverage Based Test Generation

m Multi purpose testing
m Cover measurement

m Examples:
» Location coverage,
» Edge coverage,
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Coverage Based Test Generation

m Multi purpose testing
m Cover measurement

m Examples:
» Location coverage,
» Edge coverage,
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Coverage Based Test Generation

m Multi purpose testing
m Cover measurement

m Examples:
» Location coverage,
» Edge coverage,
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Coverage Based Test Generation

m Multi purpose testing
m Cover measurement

m Examples:
» Locations coverage,
> Edge coverage,
> Definition/use pair coverage
> All Definition/Use pairs

m Generated by min-cost reachability
analysis of annotated graph

CENTER FOR INDLEJREDE SOFTWARE SYSTEMER
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Location Coverage

m Test sequence traversing all locations

m Encoding:
> Enumerate locations 1, .., 1,
> Add an auxiliary variable I; for each location
> Label each ingoing edge to location i I;:=true
> Mark initial visited 1,:=true

m Check: EF( I,=true A .. A I =true )

1. .=true

l..=true

in Computer Science
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Edge Coverage

m Test sequence traversing all edges
m Encoding:
> Enumerate edges e, .., €,

» Add auxiliary variable e; for each edge
> Label each edge e;:-=true

m Check: EF( e,=true A .. A e,=true )

k/ a? x:=0 e0:=1

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Edge Coverage
@ Xx<Tsw
to[O]c:‘El touch? . :
f;:cLS?WXFO, i{;;;:?; dim? thch!
oFr 1= o fé[_sgz’=1 riht! BRIGHT bright? =0
x<Tidle tod[ie.?!:1 1o[2]i?;'1 touch?
;gggh . x>=Tidle Lmi z>=Treact z>=Tpause,
=1 o U5 t<2 ’ o
=0 foueh! fouen!
te[5]:=1 a bright! t=t+1 2:=0
©
to5]:=1 off? bright?
EC: T _react=0 dim?
0-touch!-0-dim?-0-touch!-0-bright?-0-touch!-0-off?- :
20-touch!-0-bright?-4-touch!-0-dim?-4-touch!-0-off?-PASS Time=28
EC": T _react=2
0-touch!-0-dim?-4-touch!-0-off?- 20-touch!-0-bright?- Ti ~37
4-touch!-0-dim?-2-touch!-0-bright?-2-touch!-0-off?-PASS Ime=
EC': pausing user T_react=2, T _pause=5
0-touch!-0-dim?-2-touch!-0-bright?-5-touch!-0-dim?- :
c g-guch!-o-off?-zo-touch!-O-bright?-2-touch!-O-off?-PASS Time=33
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Definition/Use Pair Coverage

m Dataflow coverage technique
m Def/use pair of variable x:

x:=0 X4 >
H( ----- SR A O O S
definition no defs use

m Encoding:
> vy € {false} U{e,, ..., e,}, initially false
> Boolean array du of size |E| x |E|
> At definition on edge i: v :=¢,
> At use on edge j: if(vy) then du[v,.e]:=true
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Definition/Use Pair Coverage

m Dataflow coverage technique
m Def/use pair of variable x:

du: o n-1
x:=0 X4 »
H( ----- > o T KO0 0
definition no defs use
' ||
m Encoding:
> vy € {false} U{e,, ..., e,}, initially false :

> Boolean array du of size |E| x |E|

> At definition on edge i: v :=¢,

> At use on edge j: if(vy) then du[v,.e]:=true
m Check:

> EF( all du[i,j] =true )
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Test Suite Generation

m In general a set of test cases is needed to cover a test

criteria
m Add global reset of SUT and environment model and
associate a cost (of system reset)

R —
x=C x:=0

O O

initial reset?

reset

m Same encodings and min-cost reachability
m Test sequence o = &,ly,...,&;, 1y, reset &,,1,, ..., &1y, reset, &y, 1,E,1,, ...
- J
. _ . ~N
m TestsuiteT={oy, ..., o, } with o

C ss minimum cost
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The Philips Audio Protocol

m A bus based protocol for exchanging control
messages between audio components
> Collisions
> Tolerance on timing events

Bitsteam | 1 | 0| 0[O0 1]1]0
Manchester encoding il

A A A

up] dn in0
>

T[T
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Philips Audio Protocol
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81
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Benchmark Example

m Philips Audio Protocol
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Coverage Execution | Generation Memory
Criterion time (us) time (s) | usage (KB)
Edgesender 212350 2.2 9416
E(.‘lgeRL)(-(.)f-l_\{hr- 1 898 1 1 .2 4984
Edge.%ndm: Bus, Receiver 114227 129.0 331408




Off-Line Test Generation

Observable
Timed Automata

== BRICS c

Basic Research s s

N C omputer S cience CENTER FOR INDLEJREDE SOFTWARE SYSTEMER

LLLoLLI0l0LOLLIOL
LotoLolloLLLoLol




[ [ ]il
g[a |a

BRICS
[‘

L m| ul er % cience

Observable Timed Automata

m Determinism:
two transitions with same input/output leads to
the same state

m Input Enabled:
all inputs can always be accepted

B Time Uncertainty of outputs:
timing of outputs uncontrollable by tester

m Uncontrollable output:
IUT controls which enabled output will occur in
what order
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Timed Games and Test Generation

Tidle=20 touch?
_ x>=Tidle
Tsw=4 offl 8 touch?
—————————————————————— —— — ™
f Tp<=2 x=0,
: touch? im! Ich? =
|
|
! oL touch?
- TTpe2
() <Tidle touch? .;
%x=0, —~ — '
Tp=0 Tp{—z Foom - i - 9EREE
x>=Tidle
x
touch? bright!
x=0.
Tp=0

touch?

Off-line test-case generation =
Compute winning strategy for reaching Bright
( Assign verdicts st. lost game means IUT not conforming
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A trick light control

Tidle=20 touch? |
Tsw=4 off 8 o
i N
\ touch? F :clu*n! touch?
; e L~ S
| v

-

im dim! " ~~o_

dim! Tp<=2

How to test for Bright ?

I

I

,‘ x>=Tidle > LTp<=2
!
I

_____ totch? ~ _
b e B i E<> (control: A<> Bright)
off! o
g touch? or

<<c,u>> {(<<c>> <) Bright)
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Cooperative Strategies

Model Statespace

possibly winning
winning

R
.
RS
.
.
.
““““
. .
e
R
------

L4
-
¢ *
* PS
y e

‘Q
*
‘$
*

® loosing

e Play the game (execute test) while time available or game is lost
ssibly using ranomized online testing

cis¢
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[B UPPAAL TRON - Mozilla =1

. File Edit Wiew Go Bookmarks Tools ‘Window Help

B @o O @ O |$§‘£§ hiktps S, cs. aau, difeemariusgtron/ | [Q Search l Cgo

+ &% Home | E3Bookmarks

RELATED SITES: LIPpaaL | T { LppaalL CC

UPPAAL T

UPFAAL TEST! ; ONLINE

New name and home
1 Mar 2004

LpPaal is an integrated tool environment for modeling, walidation and verification of real-time
systems modeled as networks of timed automata, extended with data types (hounded integers,

arrays, etc.), .
! wersion 1.3.1 released under new name

: ) : ) LpPasL TROM and with a new home page
L UpPasl TROM s a testing tool, based on UPPAAL enagine, suited for black-box conformance o pag
testing of timed systems, mainly targeted for embedded software commonly found in various Sl SISl A T
controllers. By online we mean that tests are derived, executed and checked simultaneously
i More Mews =

while maintaining the connection to the system in real-time.

Here is a screen-shot of demo example where TRON is attached to a smart lamp light controller

simulatar in Java via TCR/IP socket connection: |

Al

CSS
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Automated Model Based Conformance
Testing

Model Test suite
DBLclick! Test
Test execution
Generator tool
l - tool Adaptor
O Selection &
— optimization

Correctness Relation

Does the behavior of the (blackbox)
implementation compl/y to that of the specification?

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Online Testing

Model

DBLclick!

Test g

execution

tool ‘

Test
Generator
tool

Adaptor g

Selection &
optimization

Correctness Relation

eTest generated and executed event-
by-event (randomly)

c s SA.K.A on-the-fly testing

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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State-set tracking

m Dynamically compute all potential states that the
model M can reach after the timed trace

E0110:€1,01,E2,15,0,, ... [Tripakis] Failure Diagnosis
m Z=M after (&,ly,&1,01,E5,15,0,)

m If Z= O the IUT has made a computation not in model:
FAIL

m | Is arelevant input in Env iff | € EnvOutput(2)

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Online State Estimation

Timed Automata  State-set explorer
Specification maintain and analyse a set of symbolic
states in real time!
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(Abstract) Online Algorithm R

Algorithm TestGenExe (S, E, IUT, T) returns {pass, fail)
Z .= {(s0, e0)}.
while Z # & and giterations < T do either randomly:
1. // offer an input
iIf EnvOutput(2) # 9
randomly choose i€ EnvOutput(2)

send i to IUT
Z = Z After i

2. // wait d for an output
randomly choose de Delays(2)

wait (for d time units or output o at d’ < d)
if o occurred then

Z = Z After d’

Z = Z After o %,
else

Z = Z After d

3. restart:

Z .= {(s0, e0)}, reset IUT //reset and restart
If Z = & then return fail else return pass




== BRICS

== == Basic Research

(Abstract) Online Algorithm R

Algorithm TestGenExe (S, E, IUT, T) returns {pass, fail)
Z .= {(s0, e0)}.

while Z # & [ giterations < T do either randomly:
1. // offer an input

iIf EnvOutput(2) # 9
randomly choose i  EnvOutput(2)

;e;r]:dzi}oﬁsound )
2. // waitdfol eComplete (as T — o)

randomly 4 - (Under some technical
wait (for d assumptions)

iIf 0 occurre
—= / After o %,

else

Z = Z After d
3. restart:

Z .= {(s0, e0)}, reset IUT //reset and restart
If Z = & then return fail else return pass

CENTER FOR INDLEJREDE SOFTWARE STSTEMER



E= BRICS
== == Basic Rese

c Research

in Computer Science

State-set Operations

Z after a: possible states Z after ¢ :possible states
after action a (and 1) after * and ¢, totaling a delay of ¢

m Can be computed efficiently using the
symbolic data structures and algorithms
in Uppaal
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Online Testing Example

Testing—-UPPAAL Implementation

Adapter

— [ o)

© - Qo ©

i) = =

— = (decode) e G
o I Q (&)

Al O = o
= 2> = 3 =

o = =

+ (encode) =

weakCoffee?
strongCoffee?

Symbolic state set:
{{kolo.0 <2 <0)}
EnvOutput: {coin}

Envinput: ()
0

Wait for output (delay)
or offer input?

ImpOutput:

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Online Testing

Testing-UPPAAL Implementation

Adapter

r>1
weakCoffee!
strongCoffee!

strongCoffee!

weakCoffee?
strongCoffee?

Symbolic state set:

{{kolo,0 < < 0)}
EnvOutput: {coin}
Envinput: ()

0

Let’s offer input

ImpOutput: choose (the only) "coin

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Testing—-UPPAAL

Adapter

x>1
weakCoffee!
weakCoffeel

strongCoffee!
strongCoffee!

weakCoffee?
strongCoffee?

Symbolic state set:
{(klll,o <x< 0)}

EnvOutput: {req)
Envinput: ()

ImpOutput:

Update the state set
and other variables

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Online Testing

Testing—-UPPAAL Implementation

Adapter

x>1
weakCoffee!
strongCoffee!

strongCoffee!

weakCoffee?
strongCoffee?

Symbolic state set:
{(klll,o < x < 0)}
EnvOutput: {req}
Envinput: ()

0

Wait or offer input?

ImpOutput: Let’s wait for 5 units

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Online Testing

Testing—-UPPAAL

Adapter

x>1
weakCoffee!
strongCoffee!

strongCoffee!

weakCoffee?
strongCoffee?

Symbolic state set:

EnvOutput: {req)
Envinput: ()

ImpOutput:

..no output so far:
update the state set..

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Online Testing

Testing-UPPAAL

Implementation
Adapter

— . ©
[ab] b QD
D @ =
coinlle NM© &) o
(5 T = = o [
o = o S =
% o] = = W
O o @
S c
2 (|E
= req! |

Symbolic state set:
{{kil1,5 <& <5)}
EnvOutput: {req}
Envinput: )

)

Wait or offer input?

e e let’s offer "req

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Online Testing

Testing-UPPAAL

Adapter

x>1
strongCoffee!

strongCoffee!

weakCoffee?
strongCoffee?

Symbolic state set:
{(szgo < zx< 0), <k2[3,0 < x< U)
EnvOutput: ()

Envinput:  {weakCoffee, strongCoffee
ImpOutput:

Update the state set
and other variables

{weakCoffee, strongCoffee

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Online Testing

Testing-UPPAAL

Adapter

r>1
strongCoffee!

strongCoffee!

weakCoffee?
strongCoffee?

Symbolic state set:
{(kzl’go < x < U), <k2£3,0 < x < U)
EnvOutput: ()

Envinput:  {weakCoffee, strongCoffee
ImpOutput: {weakCoffee, strongCoffee

Wait or offer input?
Let’s wait for 4 units

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Online Testing

Testing-UPPAAL

Adapter

r>1
strongCoffee!

strongCoffee!

weakCoffee?
strongCoffee?

Symbolic state set:
{(Fal3. 4 < x < 4)}
EnvOutput: ()

Envinput:  {strongCoffee }
ImpOutput: {strongCoffee }

..no output so far:
update the state set..

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Online Testing

Testing—-UPPAAL

Adapter

r>1
weakCoffee!

strongCoffee!
strongCoffee!

weakCoffee?
strongCoffee?

Symbolic state set:
{{kal3,4 <z < 4)}
EnvOutput: ()

Envinput:  {strongCoffee }
ImpOutput: {strongCoffee }

Wait or offer input?
Let’s wait for 2 units

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Online Testing

Testing-UPPAAL Implementation

Adapter

x>1

strongCoffee!

strongCoffee!

weakCoffee?
strongCoffee?

Symbolic state set:
{(kol3, 4 < x < 4)}
EnvOutput: ()

Envinput:  {strongCoffee}
ImpOutput: {strongCoffee }

got output after 0 delay:
update the state set

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Online Testing

Testing-UPPAAL

Adapter

r>1
strongCoffee!

strongCoffee!

weakCoffee?
strongCoffee?

Symbolic state set:
{(kalz, 4 <2z < 4)}
EnvOutput: ()

Envinput:  {strongCoffee}

ImpOutput: {strongCoffee }

(what if there is a bug?)
Let’s wait for 2 units

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Online Testing

Testing—-UPPAAL
Adapter

x>1
weakCoffee!
weakCoffee!

strongCoffee!

strongCoffee!

weakCoffee?
strongCoffee?

Symbolic state set:
0

EnvOutput: ()
Envinput: ()
ImpOutput: ()

..no output so far:
update the state set.. (!)

CENTER FOR INDLEJREDE SOFTWARE STSTEMER
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Industrial Application:

Danfoss Electronic Cooling Controller

Sensor Input

eair temperature sensor
edefrost temperature sensor
e(door open sensor)
Keypad Input

o2 buttons (~40 user settable
parameters)

Output Relays

ecompressor relay

edefrost relay

ealarm relay

o(fan relay)

Display Output

ealarm / error indication

emode indication

ecurrent calculated temperature

eOptional real-time clock or LON network module




Industrial Application:

Danfoss Electronic Cooling Controller

Sensor Input
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eOptional real-time clock or LON network module
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Example Test Run

(log visualization)

3800

3700

3600

3500

3400 + setTemp
gggg = modelTemp
3100 ekcTemp
3000 « CON

2900 x COFF
2800 « AON

2100 + AOFF
2600 - alarmRst
2500

2400 - HADOn
2300 HADOff
2200 DON

2100 DOFF
2000

1900 « manDefrostOn
1800 « manDefrostOff
1700

1600
1500

600000

700000 800000 900000

7 fdefrost complete
resetAlarm? DOEE!

defrostOff?
AOFF! CONI!

HighAlarmDisplayOff!
alarmoOn!

compressorOn! .
P alarmDisplayOn!

manualDefrostOn?

= COFF!
DON!
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Conclusions

EJREDE SOFTWARE

m Testing real-time systems is theoretically
and practically challenging

m Promising techniques and tools

m Explicit environment modeling
» Realism and guiding
> Separation of concerns
> Modularity
> Creative tool uses
> Theoretical properties

m Real-time online testing from timed
automata is feasible, but

> Many open research issues
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Research Problems

Testing Theory

Timed games with partial observability
Hybrid extensions

Other Quantitative Properties

Probabilistic Extensions, Performance testing

Efficient data structures and algorithms for state
set computation

Diagnosis & Debugging

Guiding and Coverage Measurement
Real-Time execution of TRON

Adaptor Abstraction, IUT clock synchronization
Further Industrial Cases
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Related Work

m Formal Testing Frameworks
> [Brinksma, Tretmans]

m Real-Time Implementation Relations
> [Khoumsi’03, Briones’04, Krichen’04]
m Symbolic Reachability analysis of Timed

Automata
> [Dill'89, Larsen’97,...]
m Online state-set computation
» [Tripakis'02]
m Online Testing
> [Tretmans’99, Peleska’02, Krichen’04 ]
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