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Level

Accessibility

plack box

robustness

functional
behaviour

Aspect
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Test automation

Traditional test automation

= tools to execute a
Why not generate

test automatically?!

specification

implementation test
under test tool
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Embedded Systems
Our Context INSTITUTE

Formal methods:
— unambiguous specification (“model-driven”)
— precise notion of correctness
— formal validation of tests

— algorithmic generation of tests

Dynamic behaviour:
— concentrate on control behaviour

— concurrency and non-determinism
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Embedded Systems
Formal Testing INSTITUTE

Iimp S
specification P

)
exhaustive ﬂI]U‘ sound

test
NEE RG] )
correctness .
criterion hypothesis neration ' passes TS
implementation
relation
imp

test suite TS

implementation 4

test
execution

pass / fail
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implementation specification

i < s

For all environments e

i<k < a@oé’sérﬁﬂ@o.”%Bgzrb‘,W'E‘%Bét@?é"j‘ ©
should be explalr;i b

y
observatioLus of t specifi&ration sine.
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Classical Testing Preorder =mbedded S..YssT.tf,?:s

implementation specification

bs(e,i) € obs(e,s)

\

LTS(L) Deadlocks(el|s)

September 4, 2007 ARTIST2 Summer School, Autrans 9



-10-

. ) Embedded Systems
Classical Testing Preorder INSTITUTE

implementation specification
i —te S

| <. 8 © VeellS(L).Voel”.
€ Heliddeakidoafkerafter-cle|ls dealdddcldeattbyoks after o}

< FP(i) < FP(s)
FP(p) = {{(o,A)| p after c refuses A}
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Embedded Systems
Quirky Coffee Machine [Langerak] INSTITUTE

Can we distinguish between these machines?

Coir)/ \c‘oin coiry ‘:‘oin
ff ff
tea.]/blang banlg\cno ee e tea.]/blang banlg\CAO ee
coffe(f/ \’Eea \E:offee

¢
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Embedded Systems
Refusal Preorder INSTITUTE

implementation specification

i < -

Deadlocksg(e]|i) =

{oe(LUt0})" |

e||i deadlocks after o}

i <rs & VeeE. obs(e,i)

Vol

e observes with 0 TS(LU{BY)
deadlock on all
alternative actions

Deadlocks g(elli)
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. . . . Embedded Systems
Quirky Coffee Machine Revisited INSTITUTE

coiry ‘:‘oin coir:/ ‘:‘oin
tea‘n/ bla i lg\c‘offee ~te tefcj/ bla i lg\c‘offee
ng ban ng ban
coffe?/ \’Eea /= rf tea / \?offee
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"Embedded Systems
I/O Transition Systems INSTITUTE

[ testing actions are usually directed, i.e. there are
Inputs and outputs
L=L, UL, Wwith L, L =T
L systems can always accept all inputs
(input enabledness)

a
for all states s, for all aeL,, s =

[ testers are |/O systems
— output (stimulus) is input for the SUT
— input (response) is output of the SUT

September 4, 2007 ARTIST2 Summer School, Autrans 14
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_ Embedded Systems
Quiescence INSTIRUTE

d Because of input enabledness S||T deadlocks iff
T produces no stimuli and S no responses.
This is known as quiescence
O Observing quiescence leads to two implementation relations for
/O systems | and S:
1. 15, Siff for all /O testers T:
B Deadlocks(l||T) < Deadlocks(S||T)

(quiescence)

2. 1<.,Siffforall /O testers T:
B Deadlocksy(l[|T) = Deadlocksg(S||T)

(repetitive quiescence)
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Input-Output QCM INSTITUTE

coffee coin?, .coin?
QC/ \ *2’®
2
te,y bhng? bang| coffee'?

A 4 A 4

t? Q‘fe
coffee? tea?

A 4

ziote
coffeel! &a !
P

jorf
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) . . Embedded Systems
Implementation Relation ioco INSTITUTE

Correctness expressed by implementation relation ioco:
llocos =y Vo e Tracesg(s):
out (i after o) < out (s after o)

Intuition:

| ioco-conforms to s, iff

O if i produces output x after trace o,
then s can produce x after o

4 if i cannot produce any output after trace o,
then s cannot produce any output after o
(quiescence 9)

September 4, 2007 ARTIST2 Summer School, Autrans 17
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_ Embedded Systems
Formal Testing

INSTITUTE
| 10CO S
test 0 .
correctness generation I passes T
criterion : :
implementation : :
relation 5 :
ioco

implementation

execution
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Embedded Systems
Test Cases INSTITUTE

Testcase t € TTS
TTS - Test Transition System :

— labelsin L u {0}

— tree-structured

— finite, deterministic

— final states pass and fail

— from each state # pass, falil

 either one input i?
eltherone inpu coffee!

« or all outputs o! and 0

pass pass fail

September 4, 2007 ARTIST2 Summer School, Autrans 19
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. } Embedded Systems
Test Generation Algorithm INSTITUTE

Algorithm
To genera st case {(S)
specificatio at of g

AV aY2

t(S after o!)

(S afteri?)
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manual
automatic
next offer
input input
ggfcuﬁ observe
P output
pass
fail

O On-the-fly test generation and test execution

U Implementation relation: ioco

O Specification languages LOTOS, Promela, FSP, etc.

September 4, 2007
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2. Real-time conformance testing
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With real-time do we still need quiescence?

No!
Our standard
example
processes

would become

identical again

In a real-time
context

September 4, 2007

coffee? Q
tea”
/b

A 4

tey
coffee?

coffey
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/ Otea?
?
Ang? bani;’NOﬁee '

Yﬁee!
\ tea?
&a !
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. . Embedded Systems
Real-time and quiescence INSTITUTE

s is quiescent iff:

d
for no output action a and delay d: sag)

 special transitions:

s 3 s for every quiescent system state s

[ testers observing quiescence take time:

Testy,: set of test processes having only d(M)-actions to observe
quiescence

 assume that implementations are M-quiescent:
for all reachable states s and s’:

if s gg") s’ then s’ is quiescent

September 4, 2007 ARTIST2 Summer School, Autrans 24
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. . Embedded Systems
Real-time and quiescence INSTITUTE

. _M
| <;iof S < VT e Testy:

Deadlocksg(i||T) = Deadlocksg(s||T)
< Vo e (Lu{o(M)})*:
outy, (i after o) < outy, ( s after o)
itiocoy; s < Vo € Tracesg (s ):

outy, (i after ) < out), ( s after o)
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Property "Embedded Systems

INSTITUTE

If implementation and specification are both M-quiescent
then tioco,, coincides with timed trace inclusion:

For all s,i M-quiescent

Traces(i) N Traces(s) c Traces(s) iff itioco,, s

September 4, 2007 ARTIST2 Summer School, Autrans 26
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C . Embedded Systems
A limitation INSTITUTE

co? ioi‘n?
tea? coffee?
coffee? tef?

x<M x<M

x=M X X . Y;g/l

X< x>M  x>M < |

te! b% ibang? bang? \bg(\g? CORE:
x<M x<M

x4M x4M
coffee! teq !
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Real-time test cases Embedded Systems
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Testcase t e TTA
TTA — Test Timed Automata :

— labelsin Lu {0}, G(d)

— tree-structured

— finite, deterministic

— final states pass and fail

— from each state # pass, fail

«choose an input i? and a time k and wait for the fail fail

time k accepting all outputs o! and after k time units

provide input i?

- or wait for time M accepting all outputs o! and o pass fail

September 4, 2007 ARTIST2 Summer School, Autrans 28
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Timed test generation proto-algorithm Embedded S.XSST.tTeU?:S

To generate a test case t(S) from a timed transition system
specification with S set of states ( initially S = {s,} )

Apply the following steps recurie FUERTRETIN computable!

1. end test case ® -

2. choose k € (0, M) 2a=u input p 3. wait fur observing poss:ble output

‘ allowed outputs oj! forbidden outputs o|!
after d time-units after d’ time-units

o
FAIL FAIL { FAIL FAIL

September 4, 2007 ARTIST2 Summer School, Autrans 29



Example

spec:
o)

impl:

t?

September 4, 2007

v
g t!

ARTIST2 Summer School,
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Embedded Systems

XS1 INSTITUTE
c!/ m? t!
: x=1 :
fail  x70 fail :test
x<1
c/ C?\[!
fal [0 fail
x<M
c! I
/ a\f‘ .
X= al
pass  [3
x<1
c/ t!
b .
fail [l Tl
x<1
V N\
of :
: & fail
fa” "))((:=10
x<M
Autran : fail 30
Pass g
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Embedded Systems
Soundness & completeness INSTITUTE

O the non-timed generation algorithm can be shown to generate only
sound real-time test cases

L test generation is complete

for every erroneous trace it can generate a

test that exposes it

L test generation is not limit complete

because of continuous time there are unco y many timed error traces

and only countably many test are genera y repeated runs

L test generation is almost limit comp!Cte

repeated test geration runs will evgntually generate a test case that will

expose one of the non-spurious errors of a non-conforming implementation

September 4, 2007 ARTIST2 Summer School, Autrans 31
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3. Test coverage measures
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. . "Embedded Systems
Coverage: motivation NsTITUTE

U Testing is inherently incomplete
— Test selection is crucial

U Coverage metrics
— Quantitative evaluation of test suite
— Count how much of specification/implementation
has been examined

U Examples:
— White box (implementation coverage):

« Statement, path, condition coverage
— Black box (specification coverage)
» State, transition coverage

September 4, 2007 ARTIST2 Summer School, Autrans 33
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. Embedded Systems
Traditional coverage measures INSTITUTE

Traditional measures are:

U based on syntactic model features
— states, transitions, statements, tests

O uniform

— all system parts treated as bequally important

Disadvantages:

O replacing the spec by an equivalent one yields different coverage

— we need a semantic approach

L some bugs are more important than others;

— test crucial behaviour first and better

September 4, 2007 ARTIST2 Summer School, Autrans 34
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Our Approach "Embedded Systems

INSTITUTE

U Considers black box coverage
— similar ideas could apply to white box coverage
U Is semantic
— Semantically equivalent specs yield same coverage
U Is risk-based
— more important bugs/system parts
—> higher contribution to coverage
O Allows for optimization
— Cheapest test suite with 90% coverage

— Maximal coverage within cost budget

September 4, 2007 ARTIST2 Summer School, Autrans 35
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Fault models Embedded Systems

INSTITUTE

O f: Observation > R=9

— f(o) = 0 : correct behaviour

— f(o) > 0 : incorrect behaviour
: f(0) severity
— 0<Z f(0) < o0

] Observations are traces

— Observations =L’
— L=(L, L)
1 How to obtain f? f: L* > Rza

— E.g. via fault automatoi f(play? SOng!) =0 correct
f(play? silence!) = 10 incorrect
f(song!) = 3 incorrect

September 4, 2007 ARTIST2 Summer School, Autrans 36
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Example test case Embedded Systems
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a f:L*>R
TeSt t — f(play? song!) =0
— f(play? 8) =10
p ay?l — f(play? song! play? 6 ) =10
— f(song!) =3

6 /\ SOng! Q 2, f(o) =100 (assumption)

O Absolute Coverage abscov(f,t)

' ? — sum the error weights
fail l play: ~ 10+10+0 =20 ’
5 /\ song' O Relative Coverage
| abscov(f,t) 20
totcov(f) — 100
fail . . pass N\

should be # 0, #0

September 4, 2007 ARTIST2 Summer School, Autrans 37
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Example test suite Embedded Systems

INSTITUTE

Test t play?l Test t’ play?l

5/\song! 5/\ song!
lplay? 5/ \iong!
5/ \ond! o

Absolute Coverage . . Relative Coverage
d count each trace once ! abscov(f,t) _ 22

0 10+10+0 +0+2=22 totcov(f) 100

= 22%

September 4, 2007 ARTIST2 Summer School, Autrans 38
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Fault specifications

play?
> O play?
fault model song!: song! :

O f(o)H3 * a !9 |if o ends in 3-state

Q f(o) 3—0 if o trace of automaton
0 f(o) 410 a |°1]if o ends in 10-state

infinite total coverage !!
d 3 .f(o)=3+10+3+10+... =00

Solution 1: restrict to traces of lenght k

0 Omit here, works as solution 2, less efficient, more boring
Solution 2: discounting

O errors in short traces are worse

0 Lower the weight proportional to length

September 4, 2007 ARTIST2 Summer School, Autrans 39
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Fault specifications Embedded Systems

INSTITUTE

play?
~ ™~
> “_ play?
- .
fault model S0ng: song! : 5
Q fo)=0 if o trace of automaton i ﬂ

0 f(o) =3¢/l if o end in 3-state
Q (o) =10 -/0l-1 if o ends in 10-state
Example

Q f(play?)=0

Q f(play?3)=10 - a * 0 < 1/out(spec) = 1/2
* @ can vary per transition

Q f(play? song! song!)=3 "0~
q - e tune a

September 4, 2007 ARTIST2 Summer School, Autrans 40
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Fault specifications Embedded Systems

play?
| = ~—~——:
song: - song! :

B

Total coverage becomes finite & computable:

INSTITUTE

tc(s) = 3+ atc(t) tc(s) =
tc(t) =10 + a tc(t) + o tc (s) 10 + 7a
tc(x) = wgt(x) + @ Zy: succ(x) tc(y) 1-a- o?

Solve linear equations

’ _ Relative Coverage
tc = wgt(l-aA) A adjacency

matrix abscov(f,t)
totcov(f)

September 4, 2007 ARTIST2 Summer School, Autrans
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Test suite coverage

play?}
5 / \song!
| plav?

5 /\song!
m .
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Embedded Systems

INSTITUTE

pIay?l

5/\ song!

Y \ong
o HEs

Absolute test suite coverage

Relative test suite coverage
abscov(f,t) _ 100+ 30? +1003

O count each trace once! totcov(f) 10 +7a
0 merge test cases first T e g
September 4, 2007 ARTIST2 Summer School, Autrans 42



Optimization

Find best test case of lenght n

vis) =3
v.(t) =10

Vir1(8) = max(3, a v,(t))
Vier(t) = max(10 + o vi(s), a v,(t))

Complexity: O(n #transitions in spec)

September 4, 2007
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Embedded Systems

INSTITUTE

play?

More optimizations:

Test suite of k tests &
lenght n;

Best test case in
budget;

Add costs

ARTIST2 Summer School, Autrans
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Properties Embedded Systems

INSTITUTE

Framework for black box coverage

U robustness
— small changes in weight yield small changes in coverage

— relcov(s) continuous

O tunable (calibration)

— change a : get as much total coverage as desired

September 4, 2007 ARTIST2 Summer School, Autrans 44
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Calibration Embedded Systems

INSTITUTE

o small -> present is important, future unimportant

-> few small test cases with high (>0.999) coverage

tune « -> make tests with lenght >k important, i.e
make cov(T,, f) as small as desired.

-2 a(s)=1/n(s) - € n(s) =outinf(s)
=2 lim_ 5, cov(T,,f,)=0 for all k

September 4, 2007 ARTIST2 Summer School, Autrans 45
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Embedded Systems

INSTITUTE

CONCLUSIONS
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. Embedded Systems
Conclusions INSTITUTE

U model-based testing offers theory and tools for (real-time)
conformance testing, in particular:

— test generation
— test execution
— test evaluation
— coverage analysis
U ioco-theory, TorX and related tools have been evaluated
against many industrial cases
— on-the-fly application very productive
— good coverage with random test execution

U current theory is control-oriented
— OK for classical embedded applications
— must be extended to cope with data-intensive systems

September 4, 2007 ARTIST2 Summer School, Autrans 47
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Future work Embedded Systems

INSTITUTE

O integration with data-oriented testing
classical, symbolic

O stochastic systems
continuous & discrete time Markov chains
O quality of service
performance testing
O hybrid systems
testing discrete vs polling continuous behaviour
O actual coverage measures
actual coverage during test execution
O integration white/black box spectrum
grey-box testing

September 4, 2007 ARTIST2 Summer School, Autrans 48
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Resources Embedded Systems
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1 http://fmt.cs.utwente.nl/tools/torx/introduction.html

1 http://www.testingworld.org/

d http://www.laguso.com/knowledge/toolstable.php

] http://lwww.irisa.fr/vertecs/

 http:/Iwww.cs.aau.dk/~marius/tuppaal/
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