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A Silent Revolution...

. in product design
. New features = software

. Software must be as reliable as mechanical / electrical
components

— Safety / liability
— Warranty / recall costs
— Product quality
. Challenge: productivity in face of

- Increase in quantity

— Requirements on quality

— Uncertainty of sofywes lreskareifadsjghdevelopers
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(Model-Based) Development

Requirements Final test
mode/sSpecifications System test
modd/s Design Unit test
\ Implementation
* Models formalize specifications,
design
* Models support V&V, testing,
code gen@ra¢kgmaunhofer USA BIE
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Types of Models

Functional: behavior

Block diagrams, state machines ... (MATLAB® /
Simulink® / Stateflow®)

Non-functional: architecture / interfaces

Class diagrams, ... (UML)

©2008 Fraunhofer USA
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Types of Requirements

. Functional: behavior
Characterize what should, should not happen when
system is in operation

. Non-functional: architecture / interfaces

— Characterize desired structural properties

- Used for reusability, comprehensibility, modifiability,
performance, ...

©2008 Fraunhofer USA
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An Ongoing Project

Requirements

\

mode/sSpecifications

Functional / non-functional design-time modeling,
requirements verification

©2008 Fraunhofer USA
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This Talk

. Automated functional verification

— Method: /nstrumentation-Based Verification
— Tools: Reactis® / Simulink® / Stateflow®

- Case study: production exterior-lighting contro/
(automotive)

. Results

- Method imposed reasonable overheads in design
process

— Problems in requirements uncovered

©2008 Fraunhofer USA
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Outline

Functional models: Simulink / Stateflow

Instrumentation-based verification

- Requirements as monitors

— Verification via testing

Case study

Conclusions
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Functional Models: Simulink

° BlOCk_diagram chmise_\ralidaturster—dEﬁned target: LowSpeedOn E@u
. File Edit View Simulation Format Tools Help
modeling language / |cis@e soe|csoc|r =for o
simulator of The
MathWorks, Inc.
(13 >
. Hierarchical modeling
C . . d g done
- 5 = —F
. .ontlnuogs time an C@_,
discrete-time e L
simulation a
Ready 100% | (oded5 Y
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Models: Stateflow

) Stateflow <link= (chart) cruise/CruiseMain/CruiseMDL/CruiseMDL/Mode |._||E|[z|
File Edif  Simulation Wiew Tools Add  Help

=4 =2@HE iR EE > I = EHEE EBRAC =

,_w[omr ] N
® entry - mode = 1
&

“ar
o [onOff == 0] ( j[nnﬂﬁ ==1]
On l \

Inactive/ [activate == 1] Active/ [set == 1 && i
’ _ == < [initf
entry - mode = entry - mode =4 deactivate == (] [entry :mode =2

Z [deactiuate ==1] l
50% l

IReauy (LOCKED)

In I'oﬁnal:hn Soviety
Tiimlngia
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Semantics

. Simulink has different “solvers” (= semantics)

— Continuous: inputs / outputs are signals

— Discrete: inputs / outputs are data values

. Analog modeling: continuous solvers

. Digital-controller modeling: discrete solvers

— Synchronous
— Run-to-completion

— Time-driven

©2008 Fraunhofer USA BDE|
- nc.  IwhmanSodey



L3

Discrete Solver Execution Model

Inputs Inputs

] ]
O OO

v v
state state state
vars [ ] vars [ ] vars
outputs outputs
©2008 Fraunhofer USA BOE
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Instrumentation-Based Verification:

Requirements
AUtO.matiC Verif.ication [=] cruise_validator/Assertion: LowSpeedinactive * |Z”E”E|
reqUIreS fo rmallzed Eile Edit View Simulaton Format Tools Help
requirements Q| @] b e[ (= @y ofoo e
M pesd

IBV: formalize —*
reqUiremeﬂtS as monitor s Relstionel AND p{ T )
mOde/s @ > Operator
Example bl

Ready 1100% ode45 Y

“If speed is < 30, cruise
control must remain
Inactive”
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Instrumentation-Based Verification:

[ ] - [ ]
C h e C kl n g Reactis: cruise.mdl - cruise.rsi [modified]

File Edit Vew Simulate TestSuite Validate Coverage Window Help

Instrument design Z oo LBE &QAQ 1 [0]1 <« «D 8D

model with monitors

fecneallgen

1

Use coverage testingto | — :

check for monitor —
violations (2 .
accelRezume
. ER:
Tool: Reactis® —
)
—  Product of Reactive decelset

Systems, Inc.

instrumentation, design B

J—I—T .
trigger - =
|Asserton: "Speed/ok |
T
anff ECtiVE‘SpEEd
actire 3
accelRezume
M cancel |
M decelSet
w Drake speed
throttleDelta
M gaz v
| »

_  Automates test ©2008 Fraunhofer USA
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What about Temporal Logic Model Checking?

Temporal logic often used to formalize requirements

Model checkers tell whether temporal-logic formulas
are true or not

Can this be adapted to model-based development?

©2008 Fraunhofer USA
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Of Course It Can

. “"Whenever the brake pedal is pressed, the cruise
control shall become inactive.”

AG (brake — lactive)

. “"Whenever actual, desired speeds differ by more
than 1 km/h, the cruise control shall fix within 3

seconds.”

AG(|speed-dSpeed|>1 — AF_;|speed-dSpeed|<1)

©2008 Fraunhofer USA
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Common Criticisms of Temporal Logic

Formulas hard to comprehend for non-specialists

Compare:
AG (|speed-dSpeed| > 1 — AF_; [speed-dSpeed| < 1)

2 -
H(s) :PDS +s+1T Peontriv = Kpe(t)
5 4+ C £
Output(t) = Feontrib + Leontriv + Deontrib Leontrin = K f e()dr
0
de
Deontrib = Kda

Complex formulas hard to develop, understand

An argument for sim@;)ler requirements?
2008 Fraunhofer USA
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Better Criticisms

E! Link: cruise/CruiseMain/CruiseMDL *

. A Second notation File Edit View Simulation Formab Tools  Help
O ed& +2R < r sfi0 |Be B
. Scope issues
AG (|speed — dSpeed| > 1 e SN
— AF_; |speed — dSpeed| @_’ME
S 1) aooelResums ac*ti-.-e
% ——wfcancsl
1" "o cancel
dSpeed”” JE RS -
- Not an input e
— Not an output s T e
— Internal variable! CO—*=
Ready [100% lode4s y

©2008 Fraunhofer USA BIE

I n C ) il.'l WJﬁslgmboclm




Hoas

Model Checking

. Pros:

— Full proofs of correctness, plus

— Automatic!
. Cons:

— Combinatorial complexity

State-explosion: number of states grows exponentially in
number of bits

— Finite-state restrictions

©2008 Fraunhofer USA
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IBV Addresses Criticisms

. One notation; existing tools can support requirements
formalization

. Scope issues addressed implicitly

. Testing currently scales more easily than proof

©2008 Fraunhofer USA BDE|
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Bosch Pilot Study

Question: Will IBV work?
Emergency Blinking Function (EBF)

— Part of production body computer module (BCM)
- Available artifacts

. Requirements document for BCM (300+ pages)
. C code (200+ KLOCQC)

©2008 Fraunhofer USA
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Pilot Study (cont.)

Tasks

- Code monitors from requirements
~ Code Simulink design model from C

— Use Reactis to check design model against
requirements

Study details

- Time frame: 3 months
— Personnel: PhD student / Fraunhofer employee

©2008 Fraunhofer USA
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Monitors:

“[This] srél i;@;)@@@?ﬁé

description of the control of
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activated only with i
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From Code to Models

Goal: reverse-engineer model from code

- Model-based design not used in development

— Desire was to see how IBV works for “production-
strength” design

Part of EBF (250 SLOC) converted
— Inports / state variables: read-before-write variables
- Outports: variables written, not read

— Resulting model: about 75 blocks

©2008 Fraunhofer USA
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Conducting the Verification

. Reactis used to

— Instrument reverse-engineered model with monitors

- Generate tests automatically
. Results

- Generated test suites contained 80-120 test vectors

— Omission in requirement discovered

©2008 Fraunhofer USA BDE|
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Requirement Issue

. Missing reset transitions in state machine in requirements

. Code was correct

©2008 Fraunhofer USA
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Effort Data (Person-hours)

Verification,

Instr., 0.5 0.25

] Diagnosis, 0.5
Monitors, 2

Reqts. co
40

©2008 Fraunhofer USA
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Preliminary Conclusion

“It worked” ...
.. for one feature
.. a few requirements

. ... using PhDs!

©2008 Fraunhofer USA BDE|



Another Study

. More exterior-lighting functions
. More monitor models

. No PhDs: one intern

— BS in computer science
— Significant expertise in Simulink®

- No automotive experience

©2008 Fraunhofer USA BDE|
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Approach

Identify number of requirements for each exterior-
lighting function

- Count sentences; use as initial rough estimate for number of
requirements

—- Read sections carefully in reverse order of number of sentences

Formalize requirements as monitor models
Develop design models for functions

Verify

©2008 Fraunhofer USA
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Results

. 62 monitor, 10 design models created

. Verification results

- 11 inconsistencies in requirements

“If the handbrake is on turn off the light”

“If the light switch is on turn on the light”
— Why?

. Evolving document

. Multiple teams

. "The implementors will know what to do”

©2008 Fraunhofer USA
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Effort (Person-hours)

Diagnosis, 10

©2008 Fraunhofer USA
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Discussion

Requirements modeling

- First study: 2 hours (1.2% of total)
/ reqt.)

- Second study: 53 hours (34.4% of total)
requirements (50 minutes / reqt.)

Design model development

— First study: 80 hours (49.0% of total)
engineering (80 hours / model)

- Second study: 26 hours (16.9% of total)
hours / model)

Verification

- First study: 45 min. (0.5% of total)
/ reqt.)

- Second study: 25 hours (16.2%)
min. / reqt.)

Fault diagnosis

MFiear .. .. 9N . I D0/ L o _a_ I\

a4

1 requirement (2 hours

62

Reverse

10 models (2.6

1 requirement (45 min.

62 requirements (25
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Conclusions

Monitor models formalize requirements efficiently

- Reference architecture for such models was a big factor

Reverse engineering design models is very time-
consuming

Automated testing-based checking of requirements
uncovered requirements inconsistencies

— Tests also useful for diagnosing problems

Effort “up-front” in modeling requirements pays off
“downstream” in design

— Design models esRIde pgﬁlﬁ;ﬁ%cf’%p%wequirements model

Inc. Inkonation Sociery



Discussion (Il

Results directed toward practical concerns

— Process

- Tools

— Repeatability
— Artifacts

There are benefits to formalization even when formal
verification is impossible
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Ongoing Work

An IBV-based development process

- Requirements, then
-~ Monitor models, then
— Design models, then

— Verification

Combining non-functional, functional modeling and
verification

_ Extract architectural information from Simulink models

- Apply software architecture analysis tools

Real-time model ghggking aRdnstrymented models

Inc. Informgatian Socety
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Thanks for Your Attention

Rance Cleaveland: rcleaveland@fc-md.umd.edu

Simulink / Stateflow: www.mathworks.com

Reactis: www.reactive-systems.com

©2008 Fraunhofer USA

Inc. Informgatian Socety




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


