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Embedded Systems

+ Embedded Systems enable the real-time computer
control of physical devices and systems, ranging from
mobile phones, to television sets, to automotive
engines and to industrial robots (to take a few
examples) in order to achieve an unprecedented
level of utility and performance.

+ Embedded systems are also called Cyber-Physical
Systems (CPS) to denote the emphasis and the close
synergetic interactions of a real-time information
processing subsystem (the Cyber System) with a
physical system that is to be controlled (the Physical
System).



The Three Worlds
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Relationship between the Three Worlds

World 1
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World)
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>
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World 3
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The human mind is the Mediator between
World 1 and World 3




The Cell Processor

HZK)N\$:2')3&X&8$%+&2')$9)1]7P)*$2C)?223)

$>F,,?P)O/)2+)% $5&>>))

1‘,

0 o
L e

G AT T T

4 v.‘

DR BT — g GRS TR =
.o c ;,w - . -

o Lo N
3 1_3'7* ]

- '_‘;Ewmzt‘??'ﬁfﬁzﬁi@{r%m'.?f%?”f;
o | L - | -

w

R 2%

e T

St ' I

4 i ¥ 8F 8 _I_LL

'J 0 : I |
l

R, 18 i

fift

Bl

il :.,1 |||nj == 1l
s 21111?;‘ 3HF

el e B L 1 e R
LR il "“M‘; S5 i
,é I 19 * s
} : y =
—__‘ .‘» __._..q':._l. 13 : i
~-, ' ? i gy ] i
ur- "{ l ‘l‘,'_\ . | ’ ..';,:r: . 1 w‘ﬂ‘, ';" !

e el s

Z1)1:9):-22>>'$->P))
G*)

Every one of
these nine
computers is
more powerful
than a PC of the
19800ies

(256 kByte of
local memory)



We Understand the World by Modeling

A physical system has a nearly infinite number of properties
Nevery single transistor of a billion-transistor SoC consists
of a huge number of atoms that are placed in space and
have their own identity.

We need to abstract, to build models, that leave out the
seemingly irrelevant detail, in order to be able to reason
about properties of interest.

We take the view that certain properties, such as
determinism or complexity, can only be assigned to models
of physical systems, but not to the physical systems
themselves, no matter whether these physical systems are
natural or man-made.



What is a Model?
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Characteristics of a Good Model

) good +$3&8):>)5F?-25'&-:(&3),C)'F&)9$88%H:2@)
%-$%&-6&>K)
+ WG68;'CitNor purposeN)
o G?->:+$2C0ltam’s razorN)
o W23&->'7237,;8;'GiblicityN)
¥ Simple ModelK)8;+;'&3)24+,8&-)$9)-&876$2>P)>45F)'F?")
'F&)38%&238&25:&>)572),&)57%'4-&3)3:-8&5'8C),C)'F&)
F4+?2)+;23)Malfordl’s relational cognitive complexitya)
¥ Complex Model: -&876$2>)?+$2@)'F&)&266&>)$9)'F&)
+$388),&C$23)F&)57%7?,:8:'C)$9)3:-85)F4+72)
5$+%-&F&2>:$2)



Simplification Strategies
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Software for Dependable Systems

A recent (2007) report on Software for
Dependable Systems:  Sufficient
Evidence? from the US  National
Academies contains as one of its central
recommendations . .

One key to achieving dependability at
reasonable cost is a serious and sustained
commitment taimplicity, including simplicity

of critical functions and simplicity in system
Interactions. This commitment is often the
mark of true expertise.



The Major Challenge of Science

Finding proper abstractions (concepts) and simple
models to explain observed phenomena.

Example:

Newton’s Conceptualization of Power Mass
Acceleration

We need scientific conceptsthat are based on an
understandable model.e., a deliberate simplification
of reality with the objective of explaining the chosen
property of reality that is relevant for a particular
purpose.



Six Desired Properties of Scientific Concepts
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Example: Celestial Mechanics
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Purposes of Embedded System Models
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Modeling of Temporal Behavior
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What is Time?
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Time Standards
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A Problem with the Leap Second
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Time Formats: NTP vs. PTP

NTP PTP
Network Time Protocol Precision Time Protocol
(IEEE 1588)
Timestamp Format
32-bit unsigned seconds Timestamp Format
32-bit fractions of a second 48-bit unsigned seconds
(resolving to 232 pico- 32-bit unsigned nanoseconds
seconds)
Timescale Timescale(s)
UTC TAI
Prime Epoch Allows for alternate timescales

O hour 1 January 1900



Time Format--OMG Standard in the TTA
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Control Cycle: Cyclic Model of Time
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Some Terms relating to Time
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Gobal Time
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Reasonableness Condition
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Concept of State ~7 esarovic[5], p.45))

The state enables the determination of a future

output solely on the basis of the future input and the
state the system is in. In other word, the state enables
a “decoupling” of the past from the present and future.
The state embodies all past history of a system.
Knowing the state “supplants” knowledge of the past.
.. . Apparently, for this role to be meaningful, the
notion of past and future must be relevant for the
system considered.



Sparse Time
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Model of an Embedded System

Man-Machine
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Controlled
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Different Models of Physical Time
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RT Entities, RT Images and RT Objects

Operator Distributed Computer Control Object

B RT Entity [1 RT Image RT Object

A: Measured Value of Flow
B: Setpoint for Flow C. Intended Valve Position



Real Time (RT) Entity
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Attributes of RT-Entities
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Sphere of Control

=X&-C)<:B=26'C);>);2)' F&)*%F&-&)$9)D$2'-$8)M*Ul
$9)?)>4,>C>'&+)'F?')F?>)F&)?4'F$-;'C)'$)>&")'F&)
X?84&)%$9)'F&)<:B&26'CK)

0 *&'%6$:2"):>):2)'F&)*UD)$9)' F&)$%&-2'$-)

+[5'4?78)A8%H):>):2)'F&)*UD)$9)'F&)5$2'-$8)$, &5')

1 12'€238&3)R?8X&)G$>:6$2):>):2)'F&)*UD)$9)'F&)

D$+%4'&-)

U4'>;3&);'>§*U D)?;<:B&26'C§5?2)$28C),&)
$,>&-X&3P),4)2%)+$3;b&3"
[)'F;>)8&X&8)$9)?,>'-?56$2P)5F?2@&>);2)'F&)
-8&%-&>&2'76%$2)$9)?)<:B&26'C)?-&)2%")>;@2;b5?72"



Observation
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State and Event Observation
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RT Images
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RT Object
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Distributed RT-Object
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Temporal Relations
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Temporal Accuracy—Traffic light

How long 1s the RT 1image,
based on the observation:

OThe traffic light is greenO  RT entity

temporally accurate ?

RT image in
the car




Temporal Accuracy--Definition

F&)'&+%$-78)?554-25C)$9)?)<:): +?@&):>)3&b2&3
-89&--:2@)'$)' F&)-&5&2")F;>'$-C)$9)$,>&-X?6$2>)$
F&)-&87'83)<:)&26'C")[)-&582')F:>'$- L6 +8&)"
>)?2)$-3&-&3)>&")$9)6+&)%$; PHRE P") ") esiP
HF&-&)'F&)8&2@'F)$9)'F&)-&5&2")F;>'$-C)

3,59S)")B)sp))
:>)5788&3)'F&)'&+%%$-78)?554-?5C")[>>4+&)'F?")'Fé
&26'C)F?>),8&2)%$,>&-X&3)?)&X&-C)6+&)%$;2")$9)
-8582)F:>'$-C")))<:): +? @&):>)'&+%%$-?88C)?554-7
?')'F&)%-&>&2'))6+&P)

1t,€ RH, : Value (RT imageat t,) = Value ( RT entity at t )



Temporal Accuracy of RT Objects

Value

Accuracy Interval — RT Entity

l l RT Image

MW

—
Real-Time

If a RT-object is updated by observations, then there
will always be a delay between the state of the RT
entity and that of the RT object



Example: Point of Ignition in an Engine
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Temporal Uncertainty—Faithfulness

4 P-System N

%
%
%
%
o /
ﬁ Event 1n <D Interface Node of
the P System the C-System




US Blackout, August 14, 2003

A valuable lesson from the August 14
blackout is the importance of having time-
synchronized system data recorders. The

ey el Task Force® investigators labored over

in the

LRl thousands of data items to determine the
Recommendations sequence of events, much like putting
together small pieces of a very large
puzzle. That process would have been
significantly faster and easier if there
had been wider use of synchronized
data recording devices. (p.162 -bolds

added)

U.S.-Canada Power System Outage Task Force




Temporal Uncertainty
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The precision of the global time limits the
faithfulness of the computer model.



Time-Stamping Errors
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Potential Causality
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Permanence of Data

4 P-System N

T\

Valve

Pressure

Sensor
gP——

- /
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Jitter Causes Incorrect Alarms

max

min

_!—:
. Jitter of the Communication System

m]

—>

* a

’ >

ml

jl
hidden

Time
Incorrect alarm

L 4 (5 [



Permanence
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Action Delay
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In distributed real time system the maximum protocol
execution time and not the “median” protocol
execution time determines the responsiveness.



Accuracy versus Action Delay
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ldempotence
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Replica Determinism

19)9748'B'$8&-725&);>)'%),&)?5F; &X&.
C)'F&)-&%8;576%$2)$9)55+%$2&2'>P)
'F&2)'F&)-&%8;57'&3)55+%%$2&2')
+4>")%0-$345&);3&26578)-&>48'>L'F&
-&>48'>)+4>"),8leterministic")



Example: Airplane on Takeoff
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The Critical Role of Time
Speed

Critical
Takeoff

Timeout Channel 1 Speed

Timeout Channel 2

Real Time



Example: Airplane on Takeoff
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Channel 3 Take off Stop Engine (Fault)




Example: Airplane on Takeoff
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Majority Take off Stop Engine (Fault)



What is Needed to Implement TMR?
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Simultaneity: A Fundamental Problem

The ordering of simultaneous events is a
fundamental problem of computer science:

¥Hardware level. metastability
¥Node level: semaphor operation
¥Distributed system: ordering of messages

There are two solutions within a distributed
system to solve the simultaneity problem:

MDistributed consensus--takes real-time and
requires bandwidth (atomic broadcast)

¥Sparse time



Simultaneity: Who Wins?
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Definition of Determinism: First Try

First definition of determinism

A model behaves deterministically if and only If, given a
full set of Initial conditions (the initial state) at timg t
and a sequence of future timed inputs, the outputs at any
future instant t are entailed.

This definition of determinism 1s intuitive, but 1t
neglects the fact that in a real (physical)
distributed system clocks cannot be precisely
synchronized and therefore a system-wide
consistent  representation of time (and
consequently state) cannot be established. )



Determinism: Second Try
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¥ Q is a finite set of symbols denoting states

¥ XY is a finite set symbols denoting the possible inputs

M A isa finite set of symbols denoting the possible outputs
Mg, € Q isthe initial state

M t, €N is the infinite set of active sparse time intervals
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Agreement Protocols
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Temporal Error Containment by the CS
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The Synchronization Condition

O+1 <II

A

Local Convergence
Clock function @

Precision I1

rift offset I' =2R. p
(clocks free running)

All good clocks will operate
within the shaded area

Time of Reference Clock



Central Master Algorithm
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Distributed Clock Synchronization
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Fault-Tolerant Algorithm
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Fault Tolerant Average Algorithm

The worst scenario happens, if a Byzantine clock sets its
(faulty) time values at different nodes at a different corner of
the Precision window:

[G @ i @GG [j View of node j

E’. @"Qj K| [000 @ View of node k
BT Ty

] Average value calculated by node |
-' malicously faulty time value k Average value calculated by node k

0 good time value



Precision of the FTA

D$2X&-@&258)A4256%$2)
| NK") = k# [ (N$2K) + "
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where U (N,k) is called the Byzantine error factor and is tabulated
in the following table:
Number of nodes in the ensemble

Faults 4 S 6 7 10 15 20 30
1 2 1.5 1.33 1.25 1.14 1.08 1.06 1.03
2 3 1.5 1.22 1.14 1.08
3 4 1.5 1.27 1.22



Some Impossibility Results
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