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Message from the Workshop Chairs 

It has been a pleasure to serve again in the preparation of this year’s Workshop on 

Operating Systems Platforms for Embedded Real-Time Applications. Again we aimed 

for an interactive format in the workshop providing a discussion forum for novel ideas 

as well as the interaction between academics and practitioners. To enable this we have 

looked at providing ample of discussion time both in between paper presentations as 

well as in the dedicated discussion slots. 

Obviously such endeavours are not the result of one or two individuals working, but are 

the product of many helping hands. The first thanks goes to Gerhard Fohler for trusting 

us in our second go at this Workshop.  

At the start of the day and after lunch between the discussion sessions we have 

scheduled three paper presentations sessions. The 10 papers presented were selected 

out of a total of 16 submissions. We thank all the authors for their hard work and 

submitting it to the workshop for selection, the PC members and reviewers for their 

effort in selecting an interesting program, as well as the presenters for ensuring that 

this will be an entertaining and informative day. 

Last, but not least, we would like to thank you, the audience, for your attendance. A 

workshop lives and breathes because of the people asking questions and contributing 

opinions throughout the day. 
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Dual Operating System Architecture for Real-Time Embedded Systems

Daniel Sangorrin, Shinya Honda and Hiroaki Takada

Graduate School of Information Science, Nagoya University, Japan
{dsl,honda,hiro}@ertl.jp

Abstract

Virtualization architectures for the combination of real-
time and high-level application tasks, on the same embed-
ded platform, pose special reliability and integration re-
quirements compared to solutions for the enterprise do-
main. This paper presents a software architecture to exe-
cute concurrently, on a single processor, a real-time operat-
ing system (RTOS) and a general-purpose operating system
(GPOS). The proposed approach, based on common em-
bedded security hardware (ARM TrustZone R©), enables in-
tegrated scheduling of both operating systems to enhance
the responsiveness of the GPOS soft real-time tasks and in-
terrupts while preserving the determinism of the RTOS and
without modifications to the GPOS core. The presented
architecture has been implemented and evaluated on real
hardware. Its low overhead and reliability makes it suitable
for embedded applications such as car navigation systems,
mobile phones or machine tools.

1. Introduction

In recent years, methods for integrating real-time con-
trol systems and high-level information systems on a single
platform to reduce product costs are gaining considerable
interest from different embedded domains [14]. For exam-
ple, the market for high function in-vehicle technology has
experienced a rapid growth. New car functionality may in-
clude satellite navigation, road information, entertainment
systems or Internet connectivity. In addition, parking and
driving aid systems use the information provided by those
applications to cooperate with control systems for the steer-
ing gear or the engine [16].

In order to develop high-level applications (e.g., a web
browser or media player) efficiently, a general-purpose op-
erating system (GPOS) with a high level of functionality is
usually essential. However, most GPOS are not able to sat-
isfy the strict requirements of real-time control systems in
terms of security, reliability and determinism [15]. For in-
stance, security holes are discovered continuously in GPOS
such as Windows or GNU/Linux [17]. For that reason, dif-
ferent solutions that execute a real-time operating system
(RTOS) in parallel with a GPOS have been proposed.

In hybrid kernel methods [22, 21] both operating sys-
tems execute in privileged level with direct access to the
hardware as shown in Fig 1. Although they have the ad-

Figure 1: Hybrid kernel method

vantage of achieving very low overhead, there is no hard-
ware protection between them, and the RTOS can therefore
be threatened by a malicious attack or misbehavior of the
GPOS. For example, if the GPOS runs out of control with
interrupts disabled, the RTOS would not be able to recover
control. Furthermore, the GPOS may access memory as-
signed to the RTOS, causing its failure or stealing sensitive
information.

Virtual Machine Monitor (VMM/hypervisor) methods
[15, 8, 9, 24], on the other hand, provide strong isola-
tion among multiple guest operating systems by executing
them under a lower privilege level. The disadvantages of
these methods are typically the additional execution over-
head caused by privileged instruction emulation; the mod-
ifications needed on the guest operating systems [20]; and
the loss of isolation caused by DMA capable devices [19].
Fortunately, some embedded processor architectures have
recently introduced hardware extensions that facilitate the
process of virtualization [23].

A virtualization architecture designed for real-time em-
bedded systems must use a deterministic scheduling al-
gorithm. In some approaches both operating systems are
scheduled as black boxes using fixed cyclic scheduling [9].
The main problem with this method is that the worst case re-
sponse time of the RTOS’s activities depends on the size of
the slot assigned to the GPOS. This is especially a problem
for RTOS interrupts that require short response times. In
many other approaches, the GPOS is only executed when
the RTOS becomes idle [13, 24]. This method allows the
RTOS to take precedence over the GPOS and thus maintain
its determinism and low response times. However not all
RTOS tasks require the same degree of responsiveness [22],



and some GPOS applications and interrupt handlers, such
as multimedia on mobile wireless devices, require a certain
quality of service [18].

This paper presents a dual operating system virtualiza-
tion architecture that supports integrated scheduling to en-
hance the responsiveness of the GPOS while preserving the
determinism of the RTOS. The proposed approach takes
advantage of common embedded security hardware (ARM
TrustZone R©) to improve the reliability and isolation of the
RTOS with low overhead and no modifications to the GPOS
core.

The paper is organized as follows. Sec. 2 introduces,
briefly, the ARM TrustZone capabilities. Sec. 3 outlines the
set of requirements that must be satisfied by the presented
architecture, whose design, implementation and evaluation
are explained in Sec. 4, 5 and 6. Finally, Sec. 7 draws some
conclusions and discusses future work.

2. ARM TrustZone

This section briefly introduces the ARM TrustZone R© se-
curity extensions that will be used for the presented virtual-
ization architecture. For more information, refer to [4, 5].

2.1. Trust vs. Non-Trust concept

ARM processors define two privilege levels. In privi-
leged mode, all the system resources can be accessed. On
the other hand, in user mode, access to resources is re-
stricted. In a GPOS, the kernel usually runs in privileged
mode while applications run in user mode. TrustZone is or-
thogonal to privilege levels, adding the so-called Trust and
Non-Trust states.

Trust state provides similar behavior to existing privi-
leged and user mode levels. On the other hand, code run-
ning under Non-Trust state, even in privileged mode, cannot
access memory space (including devices) that was allocated
for Trust state usage, nor can it execute certain instructions
that are considered critical.

In order to control the TrustZone state, a new mode,
called Secure Monitor mode, has been added to the pro-
cessor. Switching between Trust and Non-Trust state is per-
formed under Security Monitor mode. As a general rule,
code in Security Monitor mode runs with interrupts dis-
abled to avoid registers being overwritten when an interrupt
arrives.

MMU registers and part of the control registers are
banked. When switching the TrustZone state, only gen-
eral purpose registers that are not banked need to be saved.
TrustZone is also supported by the caches to avoid flushing
the cache when switching between both states. These fea-
tures are important for reducing the overhead of switching
between Trust and Non-Trust states.

2.2. Address space partitioning

In TrustZone, the address space is divided between re-
gions only accessible in Trust state (Trust area) and regions
accessible from both states (Non-Trust area).

When the processor core accesses the bus, a signal in-
dicates the current state (Trust/Non-Trust). Bus controllers

and devices can use that signal to determine the state from
which the access was performed. The TrustZone protection
controller [3] can be used to configure different regions of
memory as Trust or Non-Trust space.

2.3. Interrupts

In the ARM processor, there are two types of interrupt
signals: FIQ and IRQ. When a FIQ or IRQ is generated, the
execution is suspended and the program counter is loaded
with the address of the corresponding interrupt vector. In
TrustZone, there are independent interrupt vectors for the
Trust and Non-Trust state. If an interrupt occurs while exe-
cuting in Trust state, the Trust state vector will be executed,
and vice versa. In addition, Secure Monitor mode has its
own vector table. It is possible to configure whether FIQ
and IRQ are handled by the Trust/Non-Trust vectors, or by
the Secure Monitor vectors.

In ARM processors, FIQ and IRQ interrupts can be dis-
abled separately. With TrustZone, it is possible to prevent
the Non-Trust side from disabling FIQ interrupts (IRQs can
be disabled). For this reason, it is recommended to use IRQs
for the Non-Trust state, and FIQs for the Trust state. Distri-
bution of interrupts between both states can be done through
the TrustZone Interrupt Controller [2].

3. VMM requirements

The following set of requirements were specified for the
presented VMM architecture, taking into account the needs
of different embedded domains, such as car navigation sys-
tems, mobile phones and machine tools.

(a) Support concurrent execution of a GPOS and an RTOS
on an ARM TrustZone single processor.

(b) Spatial isolation of the RTOS. GPOS failures cannot
spread to the RTOS.

(c) Time isolation of the RTOS. The real-time determinis-
tic behavior of the RTOS must not be affected by the
GPOS.

(d) Support integrated scheduling of the GPOS soft real-
time tasks and interrupts.

(e) Basic mechanisms for device sharing. No overhead
must be introduced for devices that are not shared.

(f) Mechanisms to implement a health monitoring system
at the RTOS to monitor the GPOS.

(g) No modifications to the GPOS core (i.e., dispatcher or
interrupt handling code) are required. On the other
hand, changes to the RTOS are allowed due to its lower
scale.

(h) The TrustZone monitor implementation must have an
execution time smaller than the RTOS interrupt latency.

(i) The code of the TrustZone monitor implementation
must be small and easy to verify.

As shown by requirement (a), the goal of this research
is to build a dual operating system architecture, based on
security hardware extensions, on a single low-cost proces-
sor. Support for multi-processor architectures is planned for
future research.



Requirement (b) is specified due to the difficulty of in-
creasing the reliability level of a GPOS to the one of a lower
size RTOS.

Requirement (c) is specified because systems controlled
by the RTOS have stricter real-time requirements than the
GPOS processing, while time-consuming tasks such as
route searching are better handled by the GPOS. The worst
case interrupt response time of the RTOS must be indepen-
dent of the length of the maximum critical section of the
GPOS.

Requirement (d) is specified because some GPOS appli-
cations (e.g., multimedia) require a certain quality of ser-
vice. Integrated scheduling methods to improve the respon-
siveness of the GPOS without affecting the determinism of
the RTOS are desired.

Requirement (e) is related to device sharing. For ex-
ample, typical devices in a car navigation system include
a display, storage disk, in-vehicle network (CAN), timers,
to name a few. Not all devices need to be shared. For ex-
ample, the display is usually able to allocate a frame buffer
for each OS, where the RTOS frame buffer has preference
over the GPOS buffer. Also, CAN is only used by the con-
trol system and each OS has an independent timer device.
It is preferable that the use of virtualization does not intro-
duce additional overhead to the operation of devices which
do not need to be shared. The hard disk is an example of
a device that may require sharing, because the RTOS may
need to store critical data. In this study only the basic mech-
anisms to share a device between Trust and Non-Trust are
investigated, leaving for future research a more detailed ar-
chitecture with a more sophisticated application interface.

An example where requirement (f) is important is a car
navigation rear guide application which usually runs on the
GPOS. If the image displayed becomes frozen due to some
problem, there is a high risk of collision. For that reason,
the process of updating the image may need to be mon-
itored from the RTOS. If the GPOS application suffers a
failure, a system at the RTOS could be instructed to take the
appropriate measurements. The infrastructure for develop-
ing a health monitor application that has been investigated
in this study includes low-level mechanisms for monitoring
the status of the GPOS and its interrupts and an interface to
stop, reset and resume the operation of the GPOS.

Regarding requirement (g), in order to run two operating
systems simultaneously on a single processor, changes on
each of those operating systems might be inevitable. When
changes are performed on a large scale, software verifica-
tion becomes very difficult. In addition, the maintenance of
such modifications on different versions of the GPOS usu-
ally requires a considerable engineering effort. Therefore
changes in the GPOS must be minimized. On the other
hand, the RTOS has a lower scale, and so changes are al-
lowed.

Requirement (h) is a performance requirement. The in-
troduction of a TrustZone monitor causes overhead in the
interrupt handling due to the necessity to switch between
both operating systems. This overhead needs to be as small
as possible.

Figure 2: VMM based on TrustZone

Finally, requirement (i) is specified because the Trust-
Zone monitor is the cornerstone of the presented architec-
ture. If its reliability is deteriorated, the whole system reli-
ability will be affected. Some important factors for its ver-
ifiability are the number of tests required to cover all its
possible execution paths, and the size of its code for review.

4. VMM architecture

This section describes the virtualization architecture pro-
posed in this paper, which has been designed with the pre-
vious requirements in mind.

4.1. TrustZone configuration

The overall organization of the system is depicted in
Fig. 2. To satisfy requirement (a), a TrustZone Monitor
called SafeG (Safety Gate) has been designed to execute
in Secure Monitor mode and handle the switching between
the GPOS, executed in Non-Trust state, and the RTOS, ex-
ecuted in Trust state. The implementation of SafeG is de-
scribed in Sec. 5.1.

Spatial isolation (requirement (b)) is supported by con-
figuring resources (memory and devices) used by the RTOS
to be accessible only from Trust state. The remaining re-
sources are configured to be accessible both from Trust and
Non-Trust state. This configuration is performed at initial-
ization time after SafeG is loaded. If the GPOS tries to ac-
cess some resource configured as Trust space, an exception
occurs and SafeG is called.

Time isolation of the RTOS (requirement (c)) is sup-
ported by carefully using the two types of interrupt. FIQ
interrupts are forwarded to the RTOS, while IRQ interrupts
are forwarded to the GPOS. In Trust state, IRQs are dis-
abled so that the GPOS cannot interrupt the execution of the
RTOS. For that reason, the GPOS can only execute once the
RTOS makes an explicit request, through a Secure Monitor
Call (SMC), to SafeG. On the other hand, during the GPOS
execution, FIQs are enabled so that the RTOS can recover
the control of the processor. TrustZone is configured to pre-
vent the Non-Trust side from disabling FIQ interrupts.



Figure 3: Health monitoring mechanisms

4.2. Support for health monitoring

Some useful mechanisms for requirement (f) include the
ability to monitor, suspend, resume and restart the operation
of the GPOS. Fig. 3 shows the health monitoring mecha-
nisms in the presented architecture. Monitoring the GPOS
status from the RTOS (access 1) is possible because the
GPOS resides in Non-Trust space memory, which is acces-
sible from Trust state. To support GPOS interrupt monitor-
ing, IRQs are first processed by SafeG, which implements a
Secure Monitor mode vector table, before being forwarded
to the GPOS. The frequency and inter-arrival time of the
GPOS interrupts can be tracked (access 2) and used by a
particular health monitor application in the RTOS (access
3). The operation of the GPOS can be suspended or re-
sumed (access 4) using the RTOS application interface, as
described in Sec. 4.4.1. In addition, SafeG offers an SMC
to reboot (access 5) the GPOS from the RTOS.

4.3. Device sharing

Devices that do not need to be shared are configured to
Trust or Non-Trust space and are accessed directly, with-
out any additional overhead. A basic mechanism for shar-
ing the remaining devices has been designed to achieve re-
quirement (e). More refined methods, including a standard
interface, are left for future research. The mechanism is
based on using an SMC to make a request to the other OS
to handle a certain device. For example, the RTOS may
need to handle a shared disk to store sensible data while the
GPOS needs to make a request which will be verified. In
order to transmit the request, the GPOS executes an SMC
together with some parameters, for example the address of
the buffer with the data to be stored. The SMC call is han-
dled by SafeG which switches to the Trust state. During the
switch, SafeG copies the request type and parameters to the
RTOS task, see details in Table 1, that made a switch request
previously. In addition, SafeG can be configured to force a
special exception in the RTOS when immediate processing
is desired. The buffers to store or read the associated data
must be in Non-Trust memory so that they can be accessed
from both operating systems.

Figure 4: Black box vs Integrated cyclic scheduling

4.4. Integrated Scheduling

4.4.1 The GPOS as an RTOS task

In most VMM architectures, virtual machines are sched-
uled as black boxes. However, using such a hierarchical
scheduling approach, it is difficult to support the integrated
scheduling indicated in requirement (d). Furthermore, im-
plementing a new scheduler inside SafeG would complicate
its verification, making requirement (h) difficult to satisfy.
It would also increase the interrupt latency, since SafeG is
executed with interrupts disabled. For that reason, in the
presented architecture, the RTOS is used to schedule the
GPOS, which is represented as a normal RTOS task. Rep-
resenting the execution of the GPOS as a fully featured
RTOS task gives the user the possibility to use the native
RTOS application interface to suspend or resume the opera-
tion of the GPOS. This functionality can be used to produce
an integrated approach, both for cyclic and priority-based
scheduling, and this will be shown in Sec. 4.4.2 and 4.4.3.

4.4.2 Cyclic scheduling

Cyclic scheduling offers very good determinism proper-
ties. Proof of that is the fact that it is used for scheduling
virtual machines (partitions) in VMMs aimed at safety crit-
ical systems such as spatial systems [9], or in the avionics
ARINC 653 standard [1].

One of the problems of cyclic scheduling when applied
to dual virtual machines is depicted in Fig. 4 (a). If the
RTOS is also based on a cyclic scheduler, it becomes dif-
ficult to maintain both the global and internal schedulers
synchronized.

In the presented architecture, an integrated cyclic
scheduling approach has been implemented. A periodic
handler is used, in the RTOS, to suspend and resume the
execution of the task associated with the GPOS. With this
approach it is easy to produce the synchronized schedule
shown in Fig. 4 (b).

Another problem of scheduling virtual machines as black
boxes is that the worst case latency of every RTOS opera-
tion becomes dependent on the length of the GPOS time
slice. This is especially a problem for RTOS interrupts that
require a very short response time.

In the presented architecture FIQ interrupts—which are



Figure 5: Latency in integrated cyclic scheduling

Figure 6: GPOS as idle task

assigned to the RTOS and can not be disabled by the
GPOS—are able to preempt the execution of the GPOS at
any instant. Once the processing of the FIQ handler fin-
ishes, the RTOS scheduler resumes the task that was exe-
cuting (in this example the task representing the GPOS) as
shown in Fig. 5 (a). Furthermore, RTOS tasks that require
short latency can be scheduled at a priority higher than the
whole cyclic schedule as shown in Fig. 5 (b). Another ad-
vantage of the presented architecture is that the period and
length of the time slice associated with the GPOS can be
easily modified at run-time with standard application-level
function calls. Furthermore, idle times inside the time slots
associated to the RTOS can be easily used to execute the
GPOS by creating a new task representing the GPOS at a
lower priority.

4.4.3 Priority based scheduling

In many other VMMs oriented to real-time systems, the
GPOS is only executed when the RTOS becomes idle [13]
[24]. This method allows the RTOS to take precedence over
the GPOS and thus maintain its determinism. In the pre-
sented architecture, this is easy to achieve by configuring
the task representing the GPOS processing as the lowest
priority task of the RTOS. However, Fig. 6 highlights the
problem of using the lowest priority thread to schedule the
GPOS. In the figure, an IRQ request in the GPOS is de-
layed until all the processing at the RTOS is finished. In
the worst case, the IRQ request will be attended only after
a hyper-period in the RTOS schedule. The latency that can
be achieved with this method may not be enough for certain
devices. The same situation can happen for the GPOS soft
real-time tasks which require a certain quality of service to
work correctly.

In order to solve this problem without modifying the

Figure 7: Integrated scheduling architecture

GPOS core (to satisfy requirement (g)) the architecture de-
picted in Fig. 7 has been implemented. The execution of the
GPOS is now handled through several RTOS tasks. In addi-
tion to the lowest priority task BTASK (Background Task),
the ITASK (Interrupt Task) is used to enhance the latency of
GPOS interrupts, and the RTASK (Real-Time Task) is used
to improve the quality of service of GPOS soft real-time
tasks. The body of the three tasks is the same. The main
difference between them is the priority level at which they
execute and the way in which they are activated.

The RTASK task is executed at a middle configurable
priority, between the BTASK background priority and the
priority of the ITASK task. It is necessary that RTOS
tasks with lower priority do not suffer starvation or dead-
line misses. In order to achieve this time isolation (as speci-
fied in requirement (c)) the RTASK task runs under the con-
trol of an aperiodic server with a configurable period and
budget. When the RTASK consumes all the capacity allo-
cated for it, it is suspended. Once it receives new capacity
through a budget replenishment it is resumed again. The
period and budget of the aperiodic server can be configured
to provide a certain quality of service to the GPOS soft real-
time tasks. For example, it makes it possible to guarantee
that the GPOS will receive an amount of processing time
which is equal to its budget for every server period.

The ITASK task also runs under the control of an ape-
riodic server but at a higher priority and with a different
activation scheme. GPOS interrupts that require short la-
tency are configured temporarily as FIQ interrupt sources
and processed by a special handler, called FIQ Latency han-
dler, at the RTOS. Fig. 8 depicts the timeline of an ITASK
task activation. Here SafeG processing overhead is included
for completeness. When a GPOS interrupt occurs the La-
tency handler activates the ITASK task and forwards fur-
ther interrupt requests to the Non-Trust side, as IRQs, by
configuring the TrustZone Interrupt Controller. When the
ITASK task is scheduled (i.e., when it is the active task
with the highest priority) a switch to the Non-Trust state
is performed through SafeG, and the GPOS interrupt han-
dler executes. This method makes it possible to represent
certain GPOS interrupts through a task with high priority,
and so their latency can be enhanced. In the presented ar-
chitecture, modifications to the GPOS core are avoided (re-
quirement (g)), and therefore the budget of the ITASK task
is completely consumed each time a Non-Trust interrupt is




